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RISK-INFORMED DECISION MAKING
In the Context of NASA Risk Management

Preface

Risk management (RM) is an integral aspect of virtually every challenging human endeavor, but
well-defined RM processes have only recently begun to be developed and implemented as an
integral part of systems engineering at NASA, given the complex concepts that RM encapsulates
and the many forms it can take. However, few will disagree that effective risk management is
critical to program and project success.

Recent NASA RM processes have been based on Continuous Risk Management (CRM), which
stresses the management of risk during implementation. In December of 2008, NASA issued
NPR 8000.4A [1], which introduced Risk-Informed Decision Making (RIDM) as a
complementary process to CRM that is concerned with analysis of important and/or
direction-setting decisions. Before, RM was considered equivalent to CRM; now, RM is defined
as comprising both CRM and RIDM.

This handbook addresses the RIDM component of RM. This is an essential part of RM since the
decisions made during the course of a program ultimately “burn-in” the risk that must be
retired/mitigated during the life cycle of the program (primarily during the development portion
of the life cycle) using CRM processes to track progress towards the program’s goal. RIDM
helps to ensure that decisions between alternatives are made with an awareness of the risks
associated with each, thereby helping to prevent late design changes, which can be key drivers of
risk, cost overruns, schedule delays, and cancellation. Most project cost-saving opportunities
occur in the definition, planning, and early design phases of a project.

The RIDM process described in this document attempts to respond to some of the primary issues
that have derailed programs in the past: namely 1) the “mismatch” between stakeholder
expectations and the “true” resources required to address the risks to achieve those expectations,
2) the miscomprehension of the risk that a decision-maker is accepting when making
commitments to stakeholders, and 3) the miscommunication in considering the respective risks
associated with competing alternatives.

This handbook is primarily written for systems engineers, risk managers, and risk analysts
assigned to apply the requirements of NPR 8000.4A, but program managers of NASA programs
and projects can get a sense of the value added by the process by reading the “RIDM Overview”
section. It is designed to provide a concise description of RIDM and highlight key areas of the
process. It can also be easily applied by unit engineers for application to units under their
purview, although the application at such a low level should be based on the complexity of the
engineering issue being addressed.

The RIDM methodology introduced by this handbook is part of a systems engineering process
which emphasizes the proper use of risk analysis in its broadest sense to make risk-informed
decisions that impact all mission execution domains, including safety, technical, cost, and
schedule. In future versions of this handbook, the risk management principles discussed here will
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be updated in an evolutionary manner and expanded to address operations procedures
procurement, strategic planning, and institutional risk management as experience is gained in the
field. Technical appendices will be developed and added to provide tools and templates for
implementation of the RIDM process. Examples will continue to be developed and will be
disseminated as completed.

This handbook has been informed by many other guidance efforts underway at NASA, including
the NASA Systems Engineering Handbook (NASA/SP-2007-6105 Rev. 1), the 2008 NASA Cost
Estimating Handbook (NASA CEH-2008), and the NASA Standard for Models and Simulation
(NASA-STD-7009) to name a few. How these documents relate and interact with the RIDM
Handbook is discussed in subsequent chapters. With this in mind, this handbook could be seen as
a complement to those efforts in order to help ensure programmatic success. In fact, the RIDM
methodology has been formulated to complement, but not duplicate, the guidance in those
documents. Taken together the overall guidance is meant to maximize program/project success
by providing systematic and well-thought-out processes for conducting the discipline processes
as well as integrating them into a formal risk analysis framework and communicating those
results to a decision-maker so that he or she can make the best-informed decision possible.

Lastly, although formal decision analysis methods are now highly developed for unitary
decision-makers, it is still a significant challenge to apply these methods in a practical way
within a complex organizational hierarchy having its own highly developed program
management policies and practices. This handbook is a step towards meeting that challenge for
NASA but certainly not the final step in realizing the proper balance between formalism and
practicality. Therefore, efforts will continue to ensure that the methods in this document are
properly integrated and updated as necessary, to provide value to the program and project
management processes at NASA.

Homayoon Dezfuli, Ph.D.

Project Manager, NASA Headquarters
April 2010
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RISK-INFORMED DECISION MAKING
In the Context of NASA Risk Management

1. INTRODUCTION

1.1  Purpose

The purpose of this handbook is to provide guidance for implementing the risk-informed
decision making (RIDM) requirements of NASA Procedural Requirements (NPR) document
NPR 8000.4A, Agency Risk Management Procedural Requirements [1], with a specific focus on
programs and projects in the Formulation phase, and applying to each level of the NASA
organizational hierarchy as requirements flow down. Appendix A provides a cross-reference
between the RIDM-related requirements in NPR 8000.4A and the sections of this handbook for
which guidance is provided.

This handbook supports RIDM application within the NASA systems engineering process, and is
a complement to the guidance contained in NASA/SP-2007-6105, NASA Systems Engineering
Handbook [2]. Figure 1 shows where the specific processes from the discipline-oriented NPR
7123.1, NASA Systems Engineering Process and Requirements [3], and NPR 8000.4 intersect
with product-oriented NPRs, such as NPR 7120.5D, NASA Space Flight Program and Project
Management Requirements [4]; NPR 7120.7, NASA Information Technology and Institutional
Infrastructure Program and Project Management Requirements [5]; and NPR 7120.8, NASA
Research and Technology Program and Project Management Requirements [6]. In much the
same way that the NASA Systems Engineering Handbook is intended to provide guidance on the
specific systems engineering processes established by NPR 7123.1, this handbook is intended to
provide guidance on the specific RIDM processes established by NPR 8000.4A.

1.2 Scope and Depth

This handbook provides guidance for conducting risk-informed decision making in the context of
NASA risk management (RM), with a focus on the types of direction-setting key decisions that
are characteristic of the NASA program and project life cycles, and which produce derived
requirements in accordance with existing systems engineering practices that flow down through
the NASA organizational hierarchy. The guidance in this handbook is not meant to be
prescriptive. Instead, it is meant to be general enough, and contain a sufficient diversity of
examples, to enable the reader to adapt the methods as needed to the particular decision problems
that he or she faces. The handbook highlights major issues to consider when making decisions in
the presence of potentially significant uncertainty, so that the user is better able to recognize and
avoid pitfalls that might otherwise be experienced.
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Figure 1. Intersection of Discipline Oriented and Product Oriented NPRs and their
Associated Guidance Documents
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Examples are provided throughout the handbook, and in Appendix F, to illustrate the application
of RIDM methods to specific decisions of the type that are routinely encountered in NASA
programs and projects. An example notional planetary mission is postulated and used throughout
the document as a basis for illustrating the execution of the various process steps that constitute
risk-informed decision making in a NASA risk management context (“yellow boxes”). In
addition, key terms and concepts are defined throughout the document (“blue boxes™).

Where applicable, guidance is also given on the spectrum of techniques that are appropriate to

use, given the spectrum of circumstances under which decisions are made, ranging from
narrow-scope decisions at the hardware component level that must be made using a minimum of
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time and resources, to broad-scope decisions involving multiple organizations upon which
significant resources may be brought to bear. In all cases, the goal is to apply a level of effort to
the task of risk-informed decision making that provides assurance that decisions are robust.

Additional guidance is planned to address more broadly the full scope of risk management
requirements set forth in NPR 8000.4A, including:

e Implementation of the RIDM process in the context of institutional risk management; and
e Implementation of Continuous Risk Management (CRM) in conjunction with RIDM.
1.3 Background

NPR 8000.4A provides the requirements for risk management for the Agency, its institutions,
and its programs and projects as required by NASA Policy Directive (NPD) 1000.5, Policy for
NASA Acquisition [7]; NPD 7120.4C, Program/Project Management [8]; and NPD 8700.1,
NASA Policy for Safety and Mission Success [9].

As discussed in NPR 8000.4A, risk is the potential for performance shortfalls, which may be
realized in the future, with respect to achieving explicitly established and stated performance
requirements. The performance shortfalls may be related to institutional support for mission
execution’ or related to any one or more of the following mission execution domains:

o Safety

e Technical
o Cost

e Schedule

Risk is operationally defined as a set of triplets:

e The scenario(s) leading to degraded performance with respect to one or more
performance measures (e.g., scenarios leading to injury, fatality, destruction of key
assets; scenarios leading to exceedance of mass limits; scenarios leading to cost overruns;
scenarios leading to schedule slippage).

e The likelihood(s) (qualitative or quantitative) of those scenarios.

e The consequence(s) (qualitative or quantitative severity of the performance degradation)
that would result if those scenarios were to occur.

! For the purposes of this version of the handbook, performance shortfalls related to institutional support for mission
execution are subsumed under the affected mission execution domains of the program or project under
consideration. More explicit consideration of institutional risks will be provided in future versions of this handbook.
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Uncertainties are included in the evaluation of likelihoods and consequences.
Defining risk in this way supports risk management because:

e |t distinguishes high-probability, low-consequence outcomes from low-probability, high-
consequence outcomes;

e It points the way to proactive risk management controls, for example by supporting
identification of risk drivers and the screening of low-probability, low-consequence
outcomes; and

e |t can point the way to areas where investment is warranted to reduce uncertainty.

In order to foster proactive risk management, NPR 8000.4A integrates two complementary
processes, RIDM and CRM, into a single coherent framework. The RIDM process addresses the
risk-informed selection of decision alternatives to assure effective approaches to achieving
objectives, and the CRM process addresses implementation of the selected alternative to assure
that requirements are met. These two aspects work together to assure effective risk management
as NASA programs and projects are conceived, developed, and executed. Figure 2 illustrates the
concept.

¥ N
RM = RIDM + CRM
N

Figure 2. Risk Management as the Interaction of Risk-Informed Decision Making and
Continuous Risk Management

Risk-informed decision making is distinguished from risk-based decision making in that RIDM
is a fundamentally deliberative process that uses a diverse set of performance measures, along
with other considerations, to inform decision making. The RIDM process acknowledges the role
that human judgment plays in decisions, and that technical information cannot be the sole basis
for decision making. This is not only because of inevitable gaps in the technical information, but
also because decision making is an inherently subjective, values-based enterprise. In the face of
complex decision making involving multiple competing objectives, the cumulative wisdom
provided by experienced personnel is essential for integrating technical and nontechnical factors
to produce sound decisions.

Within the NASA organizational hierarchy, high-level objectives, in the form of NASA Strategic
Goals, flow down in the form of progressively more detailed performance requirements, whose
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satisfaction assures that the objectives are met. Each organizational unit within NASA negotiates
with the unit(s) at the next lower level in the organizational hierarchy a set of objectives,
deliverables, performance measures, baseline performance requirements, resources, and
schedules that defines the tasks to be performed by the unit(s). Once established, the lower level
organizational unit manages its own risks against these specifications, and, as appropriate,
reports risks and elevates decisions for managing risks to the next higher level based on
predetermined risk thresholds that have been negotiated between the two units. Figure 3 depicts
this concept. Invoking the RIDM process in support of key decisions as requirements flow down
through the organizational hierarchy assures that objectives remain tied to NASA Strategic Goals
while also capturing why a particular path for satisfying those requirements was chosen.

Figure 3. Flowdown of Performance Requirements (lllustrative)

1.4 When is RIDM Invoked?

RIDM is invoked for key decisions such as architecture and design decisions, make-buy
decisions, source selection in major procurements, and budget reallocation (allocation of
reserves), which typically involve requirements-setting or rebaseling of requirements.

RIDM is invoked in many different venues, based on the management processes of the
implementing organizational unit. These include boards and panels, authority to proceed
milestones, safety review boards, risk reviews, engineering design and operations planning
decision forums, configuration management processes, and commit-to-flight reviews, among
others.
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RIDM is applicable throughout the project life cycle whenever trade studies are conducted. The
processes for which decision analysis is typically appropriate, per Section 6.8.1 of the NASA
Systems Engineering Handbook, are also those for which RIDM is typically appropriate. These
decisions typically have one or more of the following characteristics:

e High Stakes — High stakes are involved in the decision, such as significant costs,
significant potential safety impacts, or the importance of meeting the objectives.

e Complexity — The actual ramifications of alternatives are difficult to understand without
detailed analysis.

e Uncertainty — Uncertainty in key inputs creates substantial uncertainty in the outcome of
the decision alternatives and points to risks that may need to be managed.

e Multiple Attributes — Greater numbers of attributes cause a greater need for formal
analysis.

e Diversity of Stakeholders — Extra attention is warranted to clarify objectives and
formulate performance measures when the set of stakeholders reflects a diversity of
values, preferences, and perspectives.

Satisfaction of all of these conditions is not a requirement for conducting RIDM. The point is,
rather, that the need for RIDM increases as a function of the above conditions.

1.5  Overview of the RIDM Process [10]

As specified in NPR 8000.4A, the RIDM process itself consists of the three parts shown in
Figure 4. This section provides an overview of the process and an introduction to the concepts
and terminology established for its implementation. A detailed exposition of the steps associated
with each part of the process can be found in Section 3, The RIDM Process.

Throughout the RIDM process, interactions take place between the stakeholders, the risk
analysts, the subject matter experts (SMES), the Technical Authorities, and the decision-maker
to ensure that objectives, values, and knowledge are properly integrated and communicated into
the deliberations that inform the decision.

Figure 5 notionally illustrates the functional roles and internal interfaces of RIDM. As shown in
the figure, it is imperative that the analysts conducting the risk analysis of alternatives
incorporate the objectives of the various stakeholders into their analyses. These analyses are
performed by, or with the support of, subject matter experts in the domains spanned by the
objectives. The completed risk analyses are deliberated, along with other considerations, and the
decision-maker selects a decision alternative for implementation (with the concurrence of the
relevant Technical Authorities). The risk associated with the selected decision alternative
becomes the central focus of CRM activities, which work to mitigate it during implementation,
thus avoiding performance shortfalls in the outcome.
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Figure 5. Functional Roles and Information Flow in RIDM (Notional)

The RIDM process is portrayed in this handbook primarily as a linear sequence of steps, each of

which is conducted by individuals in

their roles as stakeholders, risk analysts, subject matter

experts, and decision-makers. The linear step-wise approach is used for instructional purposes
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only. In reality, some portions of the processes may be conducted in parallel, and steps may be
iterated upon multiple times before moving to subsequent steps.

In particular, Part 2, Risk Analysis of Alternatives, is internally iterative as analyses are refined
to meet decision needs in accordance with a graded approach, and Part 2 is iterative with Part 3,
Risk-Informed Alternative Selection, as stakeholders and decision-makers iterate with the risk
analysts in order to develop a sufficient technical basis for robust decision making. Additionally,
decisions may be made via a series of downselects, each of which is made by a different
decision-maker who has been given authority to act as proxy for the responsible decision
authority.

RIDM Functional Roles*

Stakeholders - A stakeholder is an individual or organization that is materially affected by the
outcome of a decision or deliverable but is outside the organization doing the work or making the
decision [NPD 1000.0A]; e.g., Center Directors (CDs), Mission Support Offices (MSOSs).

Risk Analysts — A risk analyst is an individual or organization that applies probabilistic methods
to the quantification of performance with respect to the mission execution domains of safety,
technical, cost, and schedule.

Subject Matter Experts — A subject matter expert is an individual or organization with expertise
in one or more topics within the mission execution domains of safety, technical, cost, or schedule.

Technical Authorities — The individuals within the Technical Authority process who are funded
independently of a program or project and who have formally delegated Technical Authority
traceable to the Administrator. The three organizations who have Technical Authorities are
Engineering, Safety and Mission Assurance, and Health and Medical. [NPD 1000.0A]

Decision-Maker — A decision-maker is an individual with responsibility for decision making within
a particular organizational scope.

*Not to be interpreted as official job positions but as functional roles.

Part 1, Identification of Alternatives

In Part 1, Identification of Alternatives, objectives, which in general may be multifaceted and
qualitative, are decomposed into their constituent-derived objectives, each of which reflects an
individual issue that is significant to some or all of the stakeholders. At the lowest level of
decomposition are performance objectives, each of which is associated with a performance
measure that quantifies the degree to which the performance objective is addressed by a given
decision alternative. In general, a performance measure has a “direction of goodness” that
indicates the direction of increasingly beneficial performance measure values. A comprehensive
set of performance measures is considered collectively for decision making, reflecting
stakeholder interests and spanning the mission execution domains of:

e Safety (e.g., avoidance of injury, fatality, or destruction of key assets)
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e Technical (e.g., thrust or output, amount of observational data acquired)

e Cost (e.g., execution within allocated cost)

e Schedule (e.g., meeting milestones)
Objectives whose performance measure values must remain within defined limits for every
feasible decision alternative give rise to imposed constraints that reflect those limits. Objectives
and imposed constraints form the basis around which decision alternatives are compiled, and
performance measures are the means by which their ability to meet imposed constraints and
satisfy objectives is quantified.

Part 2, Risk Analysis of Alternatives

In Part 2, Risk Analysis of Alternatives, the performance measures of each alternative are
quantified, taking into account any significant uncertainties that stand between the selection of an
the alternative and the accomplishment of the objectives. Given the presence of uncertainty, the
actual outcome of a particular decision alternative will be only one of a spectrum of forecasted
outcomes, depending on the occurrence, nonoccurrence, or quality of occurrence of intervening
events. Therefore, it is incumbent on risk analysts to model each significant possible outcome,
accounting for its probability of occurrence, in terms of the scenarios that produce it. This
produces a distribution of outcomes for each alternative, as characterized by probability density
functions (pdfs) over the performance measures (see Figure 6).

RIDM is conducted using a graded approach, i.e., the depth of analysis needs to be
commensurate with the stakes and complexity of the decision situations being addressed. Risk
analysts conduct RIDM at a level sufficient to support robust selection of a preferred decision
alternative. If the uncertainty on one or more performance measures is preventing the
decision-maker from confidently assessing important differences between alternatives, then the
risk analysis may be iterated in an effort to reduce uncertainty. The analysis stops when the
technical case is made; if the level of uncertainty does not preclude a robust decision from being
made then no further uncertainty reduction is warranted.

Robustness

A robust decision is one that is based on sufficient technical evidence and characterization of
uncertainties to determine that the selected alternative best reflects decision-maker preferences
and values given the state of knowledge at the time of the decision, and is considered insensitive
to credible modeling perturbations and realistically foreseeable new information.

The principal product of the risk analysis is the Technical Basis for Deliberation (TBfD), a
document that catalogues the set of candidate alternatives, summarizes the analysis
methodologies used to quantify the performance measures, and presents the results. The TBfD is
the input that risk-informs the deliberations that support decision making. The presence of this
information does not necessarily mean that a decision is risk-informed; rather, without such
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information, a decision is not risk-informed. Appendix D contains a template that provides
guidance on TBfD content. It is expected that the TBfD will evolve as the risk analysis iterates.

Performance Objectives, Performance Measures, and Imposed Constraints

In RIDM, top-level objectives, which may be multifaceted and qualitative, are decomposed into a
set of performance objectives, each of which is implied by the top-level objectives, and which
cumulatively encompass all the facets of the top-level objectives. Unlike top-level objectives, each
performance objective relates to a single facet of the top-level objectives, and is quantifiable.
These two properties of performance objectives enable quantitative comparison of decision
alternatives in terms of capabilities that are meaningful to the RIDM participants. Examples of
possible performance objectives are:

° Maintain Astronaut Health and Safety e Minimize Cost
° Maximize Payload Capability e Maximize Public Support

A performance measure is a metric used to quantify the extent to which a performance objective
is fulfilled. In RIDM, a performance measure is associated with each performance objective, and it
is through performance measure quantification that the capabilities of the proposed decision
alternatives are assessed. Examples of possible performance measures, corresponding to the
above performance objectives, are:

° Probability of Loss of Crew (P(LOC)) e Cost ($)
° Payload Capability (kg) e Public Support (1 - 5)

Note that, in each case, the performance measure is the means by which the associated
performance objective is assessed. For example, the ability of a proposed decision alternative to
Maintain Astronaut Health and Safety (performance objective) may be measured in terms of its
ability to minimize the Probability of Loss of Crew, P(LOC) (performance measure).

Although performance objectives relate to single facets of the top-level objectives, this does not
necessarily mean that the corresponding performance measure is directly measurable. For
example, P(LOC) might be used to quantify Maintain Astronaut Health and Safety, but the
guantification itself might entail an assessment of vehicle reliability and abort effectiveness in the
context of the defined mission profile.

An imposed constraint is a limit on the allowable values of the performance measure with which it
is associated. Imposed constraints reflect performance requirements that are negotiated between
NASA organizational units and which define the task to be performed. In order for a proposed
decision alternative to be feasible it must comply with the imposed constraints. A hard limit on the
minimum payload capability that is acceptable is an example of a possible imposed constraint.
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Figure 6. Uncertainty of Forecasted Outcomes Due to Uncertainty of Analyzed Conditions

Part 3, Risk-Informed Alternative Selection

In Part 3, Risk-Informed Alternative Selection, deliberation takes place among the stakeholders
and the decision-maker, and the decision-maker either culls the set of alternatives and asks for
further scrutiny of the remaining alternatives OR selects an alternative for implementation OR
asks for new alternatives.

To facilitate deliberation, a set of performance commitments is associated with each alternative.
Performance commitments identify the performance that an alternative is capable of, at a given
probability of exceedance, or risk tolerance. By establishing a risk tolerance for each
performance measure independent of the alternative, comparisons of performance among the
alternatives can be made on a risk-normalized basis. In this way, stakeholders and
decision-makers can deliberate the performance differences between alternatives at common
levels of risk, instead of having to choose between complex combinations of performance and

risk.

Deliberation and decision making might take place in a number of venues over a period of time
or tiered in a sequence of downselects. The rationale for the selected decision alternative is
documented in a Risk-Informed Selection Report (RISR), in light of:

e The risk deemed acceptable for each performance measure;

e The risk information contained in the TBfD; and
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e The pros and cons of each contending decision alternative, as discussed during the
deliberations.

Guidance for the RISR is provided in Appendix E. This assures that deliberations involve
discussion of appropriate risk-related issues, and that they are adequately addressed and
integrated into the decision rationale.

Performance Commitments

A performance commitment is the performance measure value, at a given risk tolerance level
for that performance measure, acceptable to the decision-maker for the alternative that was
selected. Performance commitments are used within the RIDM process in order to:

e Allow comparisons of decision alternatives in terms of performance capability at the
specified risk tolerances of each performance measure (i.e., risk normalized).

e Serve as the starting point for requirements development, so that a linkage exists
between the selected alternative, the risk tolerance of the decision-maker, and the
requirements that define the objective to be accomplished. Performance commitments
are not themselves performance requirements. Rather, performance commitments
represent achievable levels of performance that are used to risk-inform the development
of credible performance requirements as part of the overall systems engineering process.

The figure below shows a Performance Commitment C for Performance Measure X. Performance
Measure X is characterized by a probability density function (pdf), due to uncertainties that affect
the analyst's ability to forecast a precise value. The decision maker’s risk tolerance level for not
meeting Performance Commitment C is represented by the shaded area labeled “Risk”.

When comparing alternatives, the decision maker looks for an alternative whose performance
commitments meet the imposed constraints and which compares favorably to the other
alternatives. Performance commitments are discussed in detail in Section 3.3.1.

Performance
Commitment

Risk

»

» Direction of Goodness

Performance Measure X
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Avoiding Decision Traps

Examination of actual decision processes shows a tendency for decision-makers to fall into
certain decision traps. These traps have been categorized as follows [11]:

Anchoring — This trap is the tendency of decision-makers to give disproportionate
weight to the first information they receive, or even the first hint that they receive. It is
related to a tendency for people to reason in terms of perturbations from a “baseline”
perception, and to formulate their baseline quickly and sometimes baselessly.

Status Quo Bias — There is a tendency to want to preserve the status quo in weighing
decision alternatives. In many decision situations, there are good reasons (e.g., financial)
to preserve the status quo, but the bias cited here is a more basic tendency of the way in
which people think. Reference [11] notes that early designs of “horseless carriages” were
strongly based on horse-drawn buggies, despite being sub-optimal for engine-powered
vehicles. There is also the tendency for managers to believe that if things go wrong with a
decision, they are more likely to be punished for having taken positive action than for
having allowed the status quo to continue to operate.

Sunk-Cost — This refers to the tendency to throw good money after bad: to try to recoup
losses by continuing a course of action, even when the rational decision would be to walk
away, based on the current state of knowledge. This bias is seen to operate in the
perpetuation of projects that are floundering by any objective standard, to the point where
additional investment diverts resources that would be better spent elsewhere. A decision
process should, in general, be based on the current situation: what gain is expected from
the expenditure being contemplated.

Confirmation Bias — This refers to the tendency to give greater weight to evidence that
confirms our prior views, and even to seek out such evidence preferentially.

Framing — This refers to a class of biases that relate to the human tendency to respond
to how a question is framed, regardless of the objective content of the question. People
tend to be risk-averse when offered the possibility of a sure gain, and risk-seeking when
presented with a sure loss. However, it is sometimes possible to describe a given situation
either way, which can lead to very different assessments and subsequent decisions.

Overconfidence — This refers to the widespread tendency to underestimate the
uncertainty that is inherent in the current state of knowledge. While most “experts” will
acknowledge the presence of uncertainty in their assessments, they tend to do a poor job
of estimating confidence intervals, in that the truth lies outside their assessed bounds
much more often than would be implied by their stated confidence in those bounds. This
is particularly true for decisions that are challenging to implement, as many decisions at
NASA are. In the face of multiple sources of uncertainty, people tend to pay attention to
the few with which they have the most experience, and neglect others. It is also
particularly true for highly unlikely events, where there is limited data available to inform
expert judgment.
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e Recallability — This refers to the tendency of people to be strongly influenced by
experiences or events that are easier for them to recall, even if a neutral statistical
analysis of experience would yield a different answer. This means that dramatic or
extreme events may play an unwarrantedly large role in decision making based on
experience.

The RIDM process helps to avoid such traps by establishing a rational basis for decision-making,
ensuring that the implications of each decision alternative have been adequately analyzed, and by
providing a structured environment for deliberation in which each deliberator can express the
merits and drawbacks of each alternative in light of the risk analysis results.
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2. RIDM PROCESS INTERFACES

As discussed in Section 1, within each NASA organizational unit, RIDM and CRM are
integrated into a coherent RM framework in order to:

e Foster proactive risk management;
e Better inform decision making through better use of risk information; and

e More effectively manage implementation risks by focusing the CRM process on the
baseline performance requirements emerging from the RIDM process.

The result is a RIDM process within each unit that interfaces with the unit(s) at the next higher
and lower levels in the organizational hierarchy when negotiating objectives and establishing
baseline performance requirements, as well as with its own unit’s CRM process during
implementation. This situation is illustrated graphically in Figure 7, which has been reproduced
from NPR 8000.4A.2 The following subsections discuss these interfaces in more detail.

y

[ Performance Requirements Development ]

Figure 7. Coordination of RIDM and CRM Within the NASA Hierarchy (lllustrative)

? Figure 5 in NPR 8000.4A.
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2.1  Negotiating Objectives Across Organizational Unit Boundaries

Organizational units negotiate with the unit(s) at the next lower level, including center support
units, a set of objectives, deliverables, performance requirements, performance measures,
resources, and schedules that defines the tasks to be performed. These elements reflect the
outcome of the RIDM process that has been conducted by the level above and the execution of
its own responsibility to meet the objectives to which it is working.

e The organizational unit at the level above is responsible for assuring that the objectives
and imposed constraints assigned to the organizational unit at the lower level reflect
appropriate tradeoffs between and among competing objectives and risks. Operationally,
this means that a linkage is maintained to the performance objectives used in the RIDM
process of the unit at the higher level. It also means that the rationale for the selected
alternative is preserved, in terms of the imposed constraints that are accepted by the unit
at the lower level.

e The organizational unit at the level below is responsible for establishing the feasibility
and capability of accomplishing the objectives within the imposed constraints, and
managing the risks of the job it is accepting (including identification of mission support
requirements).

Additional discussion related to objectives can be found in Section 3.1.1.
2.2  Coordination of RIDM and CRM

RIDM and CRM are complementary RM processes that operate within every organizational unit.
Each unit applies the RIDM process to decide how to meet objectives and applies the CRM
process to manage risks associated with implementation.® In this way, RIDM and CRM work
together to provide comprehensive risk management throughout the entire life cycle of the
project. The following subsections provide an overview of the coordination of RIDM and CRM.
Additional information can be found in Section 4.

2.2.1 Initializing the CRM Risks Using the Risk Analysis of the Selected Alternative

For the selected alternative, the risk analysis that was conducted during RIDM represents an
initial identification and assessment of the scenarios that could lead to performance shortfalls.
These scenarios form the basis for an initial risk list that is compiled during RIDM for
consideration by the decision-maker. Upon implementation of the selected alternative, this
information is available to the CRM process to initialize its Identify, Analyze, and Plan activities.
Figure 8 illustrates the situation. The scenarios identified by the risk analysis are input to the
Identify activity. The effects that these scenarios have on the ability to meet the baselined
performance requirements are assessed in the Analyze activity. This activity integrates the

® In the context of CRM, the term “risk” is used to refer to a family of scenarios potentiated by a particular
identifiable underlying condition that warrants risk management attention, because it can lead to performance
shortfalls. This usage is more specific than the operational definition of risk presented in Section 1.3, and is
formulated so that the underlying conditions can be addressed during implementation.
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scenario-based risk analysis from RIDM into the CRM analysis activities as a whole, in the
context of the baselined performance requirements to which CRM is managing. Strategies for
addressing risks and removing threats to requirements are developed in the Plan activity, and are
also informed by the RIDM risk analysis.

/Risk-lnformed Decision Making\ 6”“”“0115 Risk Management (CRm)
(RIDM)
Identification of Alternatives g g
Identify Decision Alternatives (Recognizing =
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Figure 8. RIDM Input to CRM Initialization

While the risk analysis of the selected alternative informs CRM, it does not replace the need for
independent CRM ldentify, Analyze, and Plan activities. There are many reasons for this, but one
key reason is that the risk analysis in RIDM is conducted expressly for the purposes of
distinguishing between alternatives and generating performance commitments, not for the
purpose of managing risk during implementation. Therefore, for example, uncertainties that are
common to all alternatives and that do not significantly challenge imposed constraints will
typically not be modeled to a high level of detail since they do not serve to discriminate between
alternatives or affect the feasibility of the alternative. They will instead be modeled in a more
simple and conservative manner. Also, the performance requirements of the selected alternative
are baselined outside the RIDM process, and may differ from the performance commitments
used in the risk analysis to define risk and develop mitigation strategies.

Once the CRM process produces a baseline risk list and develops mitigation strategies, these
CRM products can be used to update the RIDM risk analysis for the selected alternative, as well
as other alternatives to which the updated risk information and/or mitigation strategies are
applicable. A change in the risk analysis results may represent an opportunity to reconsider the
decision in light of the new information, and could justify modifying the selected alternative.
Such opportunities can arise from any number of sources throughout the program/project life
cycle. This feedback is illustrated in Figure 7.
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2.2.2 Rebaselining of Performance Requirements

Following the selection of an alternative and the subsequent baselining of performance
requirements, CRM operates to implement the selection in compliance with the performance
requirements. Ideally, CRM will operate smoothly to achieve the objectives without incident.
However, circumstances may arise which make managing the risk of the selected alternative
untenable, and rebaselining of requirements becomes necessary. This might be due to:

e A newly identified risk-significant scenario for which no mitigation is available within
the scope of the current requirements; or

e Anemerging inability to control a previously identified risk.

When this occurs, the decision for managing the issue is elevated as appropriate within the CRM
process. Two distinct cases are possible:

e The unit at the organizational level to which the decision has been elevated might choose
to relax the performance requirement(s) that have been negotiated with levels below,
enabling implementation to proceed with the current alternative, or

e The unit at the organizational level to which the decision has been elevated might choose
not to modify the performance requirement(s) that have been negotiated with the unit that
has elevated the decision. In this case, RIDM is re-executed at the level that must adhere
to its performance requirements, potentially producing a new or modified alternative with
corresponding new sets of derived performance requirements.

Rebaselining is done in light of current conditions. These conditions include not only the
circumstances driving the rebaselining, but also those of the activity in general, such as budget
status and accomplishments to date. The situation is shown in Figure 9, where decisions to
address risks within CRM have been elevated to the appropriate level and RIDM is re-invoked to
produce an updated alternative to serve as the basis for rebaselined requirements.

As indicated by the figure, the RIDM process is re-entered at Part 1, Identification of
Alternatives, which addresses the development of performance measures and imposed
constraints, as well as the compilation of a set of alternatives for analysis. In general, it is not
expected that the performance measures will change, so RIDM is re-executed using those
derived from the existing objectives hierarchy. However, there may be cause to modify an
imposed constraint, particularly if it relates to the threatened requirement(s) and if
modification/relaxation produces feasible requirements at a tolerable impact to objectives.

The set of decision alternatives compiled for risk analysis may also differ from the set analyzed
initially. Alternatives that were previously shown to be unattractive can be excluded if they are
unaffected by the circumstances surrounding the rebaselining. But the circumstances might also
suggest alternatives that weren’t considered before; care should be taken to identify these
alternatives, and not draw only from the previous set.
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Figure 9. Rebaselining of Performance Requirements

Once the new set of decision alternatives is identified, RIDM proceeds as usual, taking
advantage of the previous risk analysis to the extent practical given the new set and the current
program/project status. Generation of a revised risk analysis to risk-inform subsequent
deliberations will help the stakeholders and decision-maker to guard against sunk cost or status
quo decision traps (discussed in Section 1.6) when deliberating and selecting a new or modified
decision alternative.

The effects of requirements rebaselining are not confined to the organization that is the keeper of
the original CRM risk. Every organization in the NASA hierarchy whose requirements are
derived from the rebaselined requirements is potentially affected. The scope of affected
organizations depends on the level at which the risk originates, the number of levels that the risk
management decision is elevated by before it can be mitigated within the baseline requirements
of the unit to which it is elevated, and the particulars of any changes to the mitigating unit’s
flowed-down requirements. Figure 10 illustrates the process, as well as the potential scope of the
rebaselined requirements flowdown.

In certain instances, new information may emerge that represents an opportunity to rethink a
previous decision. Just such a situation was mentioned in the case where the CRM process
produces a mitigation strategy that, if retroactively applied to the set of candidate decision
alternatives, could shift the preferred alternative from the selected alternative to a different one.
Other opportunities can arise from ancillary analyses conducted either internally or externally to
NASA, technology advancements, test results, etc.
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Maintaining the RIDM Process

The discussion of RIDM interfaces in the previous sections shows the importance of maintaining
a functioning RIDM capability throughout the program/project life cycle. This capability
includes:

Reviewable TBfD and RISR documents containing the rationale for prior decision
making and the discussion of issues of significance to the stakeholders.

Accessible objectives hierarchies (discussed in Section 3.1.1) to serve as the sources of
relevant performance measures or as the anchor points for decomposing objectives to
finer levels of resolution. This assures that decisions remain tied to NASA strategic goals.

Accessible risk analysis framework structures and risk models that were used to quantify
the performance measures.

The ability, at every organizational level, to integrate information from lower levels to

support RIDM processes that reflect current conditions throughout the NASA hierarchy.
This includes program/project status details as well as relevant analyses.
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e Access to relevant discipline-specific analyses to use as input to risk analysis, as well as

access to relevant expertise to support additional discipline-specific analyses needed for
decision making.

e Maintenance of risk analysis expertise to coordinate the development of risk information
and integrate it into the TBfD.
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3. THE RIDM PROCESS

Figure 11 expands the three parts of RIDM into a sequence of six process steps.

Risk-Informed Decision Making (RIDM)

Part 1 - Identification of Alternatives
Step 1 — Understand Stakeholder Expectations
and Derive Performance Measures
Step 2 — Compile Feasible Alternatives

Y

Part 2 - Risk Analysis of Alternatives
Step 3 — Set the Framework and Choose the
Analysis Methodologies
Step 4 — Conduct the Risk Analysis and
Document the Results

Y

Part 3 - Risk-Informed Alternative Selection
Step 5 — Develop Risk-Normalized Performance
Commitments
Step 6 — Deliberate, Select an Alternative, and
Document the Decision Rationale

To Requirements (Re)Baselining

Figure 11. RIDM Process Steps

It is important to note that although Figures 4 and 11 depict the RIDM process as a linear
sequence of steps, in practice it is expected that some steps could overlap in time and that the
process is iterative. Information from latter steps feeds back into progressively more refined
execution of previous steps until stakeholder issues are adequately addressed and the
decision-maker has sufficient information, at a sufficient level of analytical rigor, to make a
robust risk-informed decision. The primary issues driving the need for iteration are discussed in
the following subsections, in the context of the RIDM process steps in which they arise.

The RIDM process has been informed by current theoretical and practical work in decision
analysis and analytic-deliberative processes (see, for example, [12], [13], [14]). Some
methodological tools and techniques, such as objectives hierarchies, performance measures, and
deliberation, have been adopted into the RIDM process as being generally applicable to
structured, rational decision making. Others, such as analytic hierarchy process (AHP) and multi-
attribute utility theory (MAUT), are formally applicable to rational decision making but also
present practical challenges in the context of requirements development within a complex
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organizational hierarchy having its own highly developed program management policies and
practices. It is left to the discretion of the practitioner to determine, on a case-by-case basis,
whether or not such techniques will aid in deliberation and selection of a decision alternative.

Planetary Science Mission Example

An example application of the RIDM process steps is presented in this handbook for a hypothetical
planetary science mission. This example is contained in yellow boxes distributed throughout Section 3.
Discussion of each RIDM process step is followed by a notional example of how it might be applied to
a specific decision, derived from specific objectives.

The methods, measures, scope, and level of detail used in the planetary science mission example are
not meant to prescribe how the RIDM process is to be applied in every instance. Rather, they are
meant to give the reader a more concrete understanding of the RIDM process and its practical
application, in addition to the more academic treatment in the main text.

The sections that follow provide a process overview, discussing each of the main activities that
support each step.

3.1 Part 1 — Identification of Alternatives

As indicated in NPR 8000.4A and illustrated in Figure 4 of this handbook, decision alternatives
are identifiable only in the context of the objectives they are meant to satisfy. Therefore,
identification of alternatives begins with the process of understanding stakeholder expectations.
From there, a basis for evaluating decision alternatives is developed by decomposing stakeholder
expectations into quantifiable objectives that enable comparison among the candidates. Only
then, after an appropriate context has been established, is it possible to compile a set of feasible
alternatives that address the objectives. Figure 12 illustrates this part of the process, which is
delineated in subsequent subsections.

3.1.1 Step 1 - Understand Stakeholder Expectations and Derive Performance Measures
3.1.1.1 Understand Stakeholder Expectations

The development of unambiguous performance measures and imposed constraints, reflecting
stakeholder expectations, is the foundation of sound decision making. Paragraph 3.2.1 of NPR
7123.1A establishes systems engineering process requirements for stakeholder expectations

definition, and Section 4.1 of the NASA Systems Engineering Handbook provides further
guidance on understanding stakeholder expectations.
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Part 1 — Identification of Alternatives

Beqgin RIDM Process

<

Step 1 - Understand Stakeholder
Expectations and Derive
Performance Measures

« Identify stakeholders and get input

» Negotiate flowed-down requirements

« Define top-level objectives

 Develop top-level boundaries and milestones

« Construct objectives hierarchy

« Derive performance objectives from
top-level objectives

» Develop performance measures and imposed
constraints

QOutput of Part 1
» Feasible alternatives
» Performance measures
e Imposed constraints

Step 2 - Compile Feasible
Alternatives
» Get stakeholder input
« Construct trade tree of candidate
alternatives
 Perform preliminary evaluation
* Prune infeasible alternatives

Do the
performance measures
and imposed constraints
capture the

objectives?

Figure 12. RIDM Process Flowchart: Part 1, Identification of Alternatives
Typical inputs needed for the stakeholder expectations definition process include:

e Upper Level Requirements and Expectations: These would be the requirements and
expectations (e.g., needs, wants, desires, capabilities, constraints, external interfaces) that
are being flowed down to a particular system of interest from a higher level (e.g.,
program, project, etc.).

e Stakeholders: Individuals or organizations that are materially affected by the outcome of
a decision or deliverable but are outside the organization doing the work or making the
decision.

A variety of organizations, both internal and external to NASA, may have a stake in a particular
decision. Internal stakeholders might include NASA Headquarters (HQ), the NASA Centers, and
NASA advisory committees. External stakeholders might include the White House, Congress,
the National Academy of Sciences, the National Space Council, and many other groups in the
science and space communities.

Stakeholder expectations, the vision of a particular stakeholder individual or group, result when
they specify what is desired as an end state or as an item to be produced and put bounds upon the
achievement of the goals. These bounds may encompass expenditures (resources), time to
deliver, performance objectives, or other less obvious quantities such as organizational needs or
geopolitical goals.
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Typical outputs for capturing stakeholder expectations include the following:

e Top-Level Requirements and Expectations: These would be the top-level needs,
wants, desires, capabilities, constraints, and external interfaces for the product(s) to be
developed.

e Top-Level Conceptual Boundaries and Functional Milestones: This describes how the
system will be operated during the life cycle phases to meet stakeholder expectations. It
describes the system characteristics from an operational perspective and helps facilitate
an understanding of the system goals. This is usually accomplished through use-case
scenarios, design reference missions (DRMs), and concepts of operation (ConOps).

In the terminology of RIDM, the stakeholder expectations that are the outputs of this step consist
of top-level objectives and imposed constraints. Top-level objectives state what the stakeholders
hope to achieve from the activity. They are typically qualitative and multifaceted, reflecting
competing sub-objectives (e.g., more data vs. lower cost). Imposed constraints represent the top-
level success criteria for the undertaking, outside of which the top-level objectives are not
achieved. For example, if an objective is to put a satellite of a certain mass into a certain orbit,
then the ability to loft that mass into that orbit is an imposed constraint, and any proposed
solution that is incapable of doing so is infeasible.

3.1.1.2 Derive Performance Measures

In general, decision alternatives cannot be directly assessed relative to multifaceted and/or
qualitative top-level objectives. Although the top-level objectives state the goal to be
accomplished, they may be too complex, as well as vague, for any operational purpose. To deal
with this situation, objectives are decomposed, using an objectives hierarchy, into a set of
conceptually distinct lower-level objectives that describe the full spectrum of necessary and/or
desirable characteristics that any feasible and attractive alternative should have. When these
objectives are quantifiable via performance measures, they provide a basis for comparing
proposed alternatives.

Constructing an Objectives Hierarchy

An objectives hierarchy is constructed by subdividing an objective into lower-level objectives of
more detail, thus clarifying the intended meaning of the general objective. Decomposing an
objective into precise lower-level objectives clarifies the tasks that must be collectively achieved
and provides a well-defined basis for distinguishing between alternative means of achieving
them.
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Planetary Science Mission Example: Understand Stakeholder Expectations

The Planet “X” Program Office established an objective of placing a scientific platform in orbit around
Planet “X” in order to gather data and transmit it back to Earth. Stakeholders include:

The planetary science community who will use the data to further humanity’s understanding of
the formation of the solar system

The Earth science community who will use the data to refine models of terrestrial climate
change and geological evolution

Environmental groups who are concerned about possible radiological contamination of Planet
“X" in the event of an orbital insertion mishap

Mission support offices who are interested in maintaining their infrastructure and workforce
capabilities in their areas of specialized expertise

Specific expectations include:

The envisioned concept of operations is for a single launch of a scientific platform that will be
placed in a polar orbit around Planet X

The envisioned scientific platform will include a radioisotope thermoelectric generator (RTG) for
electrical power generation

The launch date must be within the next 55 months due to the launch window
The scientific platform should provide at least 6 months of data collection
Data collection beyond the initial 6 months is desirable but not mission critical

The scientific platform will include a core data collection capability in terms of data type and
data quality (for the purpose of this example, the specifics of the data are unspecified)

Collection of additional (unspecified) types of scientific data is desirable if the capability can be
provided without undue additional costs or mission success impacts

The mission should be as inexpensive as possible, with a cost cap of $500M

The probability of radiological contamination of Planet “X” should be minimized, with a goal of
no greater than 1 in 1000 (0.1%)
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An objectives hierarchy is shown notionally in Figure 13. At the first level of decomposition the
top-level objective is partitioned into the NPR 8000.4A mission execution domains of Safety,
Technical, Cost, and Schedule. This enables each performance measure and, ultimately,
performance requirement, to be identified as relating to a single domain. Below each of these
domains the objectives are further decomposed into sub-objectives, which themselves are
iteratively decomposed until appropriate quantifiable performance objectives are generated.

Top-Level
Top-Level Do
Objectives: ObleTt'VeS
Mission | | | l
S Execution Safety Technical Cost Schedule
= Objectives Objectives Objectives Objectives:
] Domains:
e —— —— —— ——
I Safety Safety ||Technical Technical Cost Cost Schedule Schedule
3 Objective| - |Objective| [Objective| --- |Objective| |Objective| --- |Objective| |Objective| --- |Objective
1 n, 1 n, 1 n, 1 n,
[ 11 |11 |11 |11 [ 11 |11 |11 |11
Quantifiable Safety [}, | Safety Technical[}, [Technical[l, | Cost Cost [} [Schedule[], |Schedule
Performance Objective| | | |Objective| | | |Objective| | | [Objective| | | |Objective| | | |Objective| | | |Objective| | | |Objective
Objectives: 11 n,1 11 n,1 11 ng,1 1,1 ng1
L L L L L L L L
L L L L L L L L

Figure 13. Notional Objectives Hierarchy

There is no prescribed depth to an objectives hierarchy, nor must all performance objectives
reside at the same depth in the tree. The characteristics of an objectives hierarchy depend on the
top-level objective and the context in which it is to be pursued. Furthermore, a unique objectives
hierarchy is not implied by the specification of an objective; many different equally legitimate
objectives hierarchies could be developed.

When developing an objectives hierarchy there is no obvious stopping point for the
decomposition of objectives. Judgment must be used to decide where to stop by considering the
advantages and disadvantages of further decomposition. Things to consider include:

e Are all facets of each objective accounted for?
o Are all the performance objectives at the levels of the hierarchy quantifiable?

e |Is the number of performance objectives manageable within the scope of the
decision-making activity?

One possibility is to use a “test of importance” to deal with the issue of how broadly and deeply
to develop an objectives hierarchy and when to stop. Before an objective is included in the
hierarchy, the decision-maker is asked whether he or she feels the best course of action could be
altered if that objective were excluded. An affirmative response would obviously imply that the
objective should be included. A negative response would be taken as sufficient reason for
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exclusion. It is important when using this method to avoid excluding a large set of attributes,
each of which fails the test of importance but which collectively are important. As the
decision-making process proceeds and further insight is gained, the test of importance can be
repeated with the excluded objectives to assure that they remain non-determinative. Otherwise
they must be added to the hierarchy and evaluated for further decomposition themselves until
new stopping points are reached.

The decomposition of objectives stops when the set of performance objectives is operationally
useful and quantifiable, and the decision-maker, in consultation with appropriate stakeholders, is
satisfied that it captures the expectations contained in the top-level objective. It is desirable that
the performance objectives have the following properties. They should be:

e Complete — The set of performance objectives is complete if it includes all areas of
concern embedded in the top-level objective.

e Operational — The performance objectives must be meaningful to the decision-maker so
that he or she can understand the implications of meeting or not meeting them to various
degrees. The decision-maker must ultimately be able to articulate a rationale for
preferring one decision alternative over all others, which requires that he or she be able to
ascribe value, at least qualitatively, to the degree to which the various alternatives meet
the performance objectives.

e Non-redundant — The set of performance objectives is non-redundant if no objective
contains, or significantly overlaps with, another objective. This is not to say that the
ability of a particular alternative to meet different performance objectives will not be
correlated. For example, in application, maximize reliability is often negatively correlated
with minimize cost. Rather, performance objectives should be conceptually distinct,
regardless of any solution-specific performance dependencies.

e Solution independent — The set of performance objectives should be applicable to any
reasonable decision alternative and should not presuppose any particular aspect of an
alternative to the exclusion of other reasonable alternatives. For example, an objectives
hierarchy for a payload launch capability that had Minimize Slag Formation as a
performance objective would be presupposing a solid propellant design. Unless solid
propellant was specifically required based on a prior higher-level decision, Minimize Slag
Formation would not reflect an unbiased decomposition of the top-level objective.

Guidance on developing objectives hierarchies can be found in Clemen [12] and Keeney and
Raiffa [13], as well as on websites such as Comparative Risk Assessment Framework and Tools
(CRAFT) [15].

Fundamental vs. Means Objectives

When developing an objectives hierarchy it is important to use fundamental objectives as
opposed to means objectives. Fundamental objectives represent what one wishes to accomplish,
as opposed to means objectives, which represent how one might accomplish it. Objectives
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hierarchies decompose high-level fundamental objectives into their constituent parts
(partitioning), such that the fundamental objectives at the lower level are those that are implied
by the fundamental objective at the higher level. In contrast, means objectives indicate a
particular way of accomplishing a higher-level objective. Assessment of decision alternatives in
terms of fundamental objectives as opposed to means objectives represents a performance-based
approach to decision making, as recommended by the Aerospace Safety Advisory Panel (ASAP)
as emphasizing “early risk identification to guide design, thus enabling creative design
approaches that might be more efficient, safer, or both.” [16].

The difference between fundamental objectives and means objectives is illustrated in Figure 14,
which shows an objectives hierarchy on the top and a means objectives network on the bottom.
The first thing to notice is that the objectives hierarchy is just that, a hierarchy. Each level
decomposes the previous level into a more detailed statement of what the objectives entail. The
objective, Maximize Safety, is decomposed (by partitioning) into Minimize Loss of Life, Minimize
Serious Injuries, and Minimize Minor Injuries. The three performance objectives explain what is
meant by Maximize Safety, without presupposing a particular way of doing so.*

In contrast, the means objectives network is not a decomposition of objectives, which is why it is
structured as a network instead of a hierarchy. The objective, Educate Public about Safety, does
not explain what is meant by any one the higher-level objectives; instead, it is a way of
accomplishing them. Other ways may be equally effective or even more so. Deterministic
standards in general are means objectives, as they typically prescribe techniques and practices by
which fundamental objectives, such as safety, will be achieved. Means objectives networks arise
in another context in the RIDM process and are discussed further in Section 3.2.1.

Performance Measures

Once an objectives hierarchy is completed that decomposes the top-level objective into a
complete set of quantifiable performance objectives, a performance measure is assigned to each
as the metric by which its degree of fulfillment is quantified. In many, if not most cases the
appropriate performance measure to use is self-evident from the objective. In other cases the
choice may not be as clear, and work must be done in order to assure that the objective is not
only quantifiable, but that the performance measure used to quantify it is adequately
representative of the objective to begin with.

Objectives that have natural unit scales (e.g., Minimize Cost, Maximize Payload) are generally
easy to associate with an appropriate performance measures (e.g., Total Cost or Cost Overrun
[$], Payload Mass [kg]). Other objectives might not have an obvious or practical natural unit
scale, thereby requiring the development of either a constructed scale or a proxy performance
measure.

A constructed scale is typically appropriate for measuring objectives that are essentially
subjective in character, or for which subjective or linguistic assessment is most appropriate. An

* NASA is currently developing quantitative safety goals and associated thresholds (akin to imposed constraints)
that will be used to guide risk acceptance decisions. [17] An example of a quantitative safety goal would be: the risk
to an astronaut from the ascent phase of a launch to LEO should be less than <a specified value>.
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example of such an objective might be Maximize Stakeholder Support. Here, stakeholder support
is the attribute being measured, but there is no natural measurement scale by which an objective
assessment of stakeholder support can be made. Instead, it might be reasonable to construct a
scale that supports subjective/linguistic assessment of stakeholder support (see Table 1).
Constructed scales are also useful as a means of quantifying what is essentially qualitative
information, thereby allowing it to be integrated into a quantitative risk analysis framework.

Maximize
Safety
Minimize Minimize Serious Minimize
Loss of Life Injuries Minor Injuries
Adults Children Adults Children

(Fundamental) Objectives Hierarchy

Maximize
/ Safety \
Maximize Use of Minimize
Vehicle-Safety Features Accidents
Motivate Purchase of Maintain Vehicles Maximize Driving
Vehicle- Safety Featuw Quality
Require Safety Educate Public Enforce Have Reasonable Minimize Driving under
Features about Safety Traffic Laws Traffic Laws Influence of Alcohol

Means Objectives Network

Figure 14. Fundamental vs. Means Objectives [19]

Alternatively, it may be possible to identify an objective performance measure that indirectly
measures the degree of fulfillment of an objective. In the previous paragraph the objective,
Maximize Stakeholder Support, was assessed subjectively using a Stakeholder Support
performance measure with a constructed scale. Another strategy for assessing the objective
might be to define a proxy for stakeholder support, such as the average number of stakeholders
attending the bi-weekly status meetings. In this case, the proxy performance measure gives an
indication of stakeholder support that might be operationally adequate for the decision at hand,
although it does not necessarily correlate exactly to actual stakeholder support.
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Table 1. A Constructed Scale for Stakeholder Support (Adapted from [12])

Scale Value Description
5 Action-oriented Two or more stakeholders are actively advocating and no
Support stakeholders are opposed.

No stakeholders are opposed and at least one stakeholder has

4 Support expressed support.

3 Neutrality All stakeholders are indifferent or uninterested.

One or more stakeholders have expressed opposition, although

2 Opposition no stakeholder is actively opposing.

1 Actlon-o_rl_ented One or more stakeholders are actively opposing.
Opposition

The relationship between natural, constructed and proxy scales is illustrated in Figure 15 in terms
of whether or not the performance measure directly or indirectly represents the corresponding
objective, and whether the assessment is empirically quantifiable or must be subjectively
assessed. Additionally, Figure 15 highlights the following two characteristics of performance
measures:

e The choice of performance measure type (natural, constructed, proxy) is not a function of
the performance measure alone. It is also a function of the performance objective that the
performance measure is intended to quantify. For example P(LOC) can be considered a
natural performance measure as applied to astronaut life safety, since it directly addresses
astronaut casualty expectation. However, in some situations P(LOC) might be a good
proxy performance measure for overall astronaut health, particularly in situations where
astronaut injury and/or illness are not directly assessable.

e There is seldom, if ever, a need for an indirect, subjective performance measure. This is
because performance objectives tend to be intrinsically amenable to direct, subjective
assessment. Thus, for objectives that do not have natural measurement scales, it is
generally productive to ask whether the objective is better assessed directly but
subjectively, or whether it is better to forego direct measurement in exchange for an
empirically-quantifiable proxy performance measure. The first case leads to a constructed
performance measure that is direct but perhaps not reproducible; the second to a
performance measure that is reproducible but may not fully address the corresponding
performance objective.

A performance measure should be adequate in indicating the degree to which the associated
performance objective is met. This is generally not a problem for performance measures that
have natural or constructed scales, but can be a challenge for proxy performance measures. In the
Maximize Stakeholder Support example above, it is possible that a stakeholder who perceives the
activity to be an obstacle to his or her real objectives might attend the meetings in order to
remain informed about potential threats. Thus the average number of stakeholders attending the
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